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Abstract
This paper aims to understand how small businesses in the AI sector from
Latin America practice and interpret AI ethical principles i. In recent years the
progress of discussions on AI governance has focused on formulating ethical
principles. While large technology companies are under global public scrutiny
regarding the application of these ethical principles in the development and
use of AI systems, the way in which small business initiatives in a region such
as Latin America interpret, take and readapt these principles is unknown. The
work is based on original research by means of a regional survey and interviews complemented with existing literature, in which the perceptions, motivations and main risks faced by these companies are revealed. The findings point
to a widespread understanding of the ethical principles at stake as well as a
high awareness of the risks of AI use in various aspects, but ethical principles
still need to be translated into operational practices for these companies as
a key challenge. There is also a predominant view of risk based on regulatory
non-compliance and the use of personal data rather than algorithmic design.
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1.

Introduction

Knowledge and practice of artificial intelligence (AI) systems is unevenly distributed between
the Global North and South. The main technological advances stem from developed contexts
with stronger scientific and technical environments, greater capacity for data capture and processing, a better supply of talent and incentives (in the form of tax benefits, subsidies, etc.) to
develop companies in this sector. According to the latest Digital Economy report of the United
Nations Conference on Trade and Development (UNCTAD, 2021), the United States and China
have concentrated 94% of all investments in AI startups in the last five years. These asymmetries have several consequences for the different actors involved in the subject. Among them,
governments in less developed countries have developed fewer policy, regulatory and strategic orientations towards the topic (Stanford University, 2021); civil society actors have fewer
resources to mobilize and demand a more just, responsible and sustainable agenda for AI
development; and the markets and incentives for private sector actors in these contexts are
less clear.
As knowledge and development of AI systems expanded and accelerated, so did discussions
around the challenges present when identifying their potential and actual impact on different
societal dimensions (Mittelstadt et al., 2016). Numerous studies delve into risks related to spurious correlations, biases and discrimination, as well as the challenges that the use of AI presents
for people’s autonomy and privacy, among other aspects. (Burrell, 2015; Mittelstadt et al., 2016;
Latonero, 2018; Raso et al., 2018; Holstein et al., 2019).
Considering the multiplicity and complexity of the challenges, in recent years efforts have been
made at the regional and global level to develop guidelines, codes, evaluations and protocols
on how AI should be managed, developed and implemented. These instruments entail ethical
principles, which serve as a high-level guide to define considerations and practices to be implemented by stakeholders during the entire AI system lifecycle for the development of responsible and sustainable AI (Cabrol, 2021; Fjeld et al., 2020; Zeng et al., 2018). Following a mapping
and comparison of existing documents as of October 2019, Fjeld et al. (2020) identified 47 recurring - though not necessarily unanimous - ethical principles which can be classified according to eight topics. As Table N1 below shows, these topics include privacy, accountability, safety
and security, transparency and explainability, fairness and non-discrimination, human control
of technology, professional responsibility, and promotion of human values.
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Table N1. Ethical principles by topic

Privacy

Accountability

Privacy

Accountability

Control over
Use of Data

Recommendation for New
Regulations

Safety and
protection
Security

Transparency
and Explainability

Fairness and
Non-discrimination

Human
Control of
Technology

Professional
Responsibility

Promotion of
Human Values

Explainability

Non-discrimination and the
Prevention of
Bias

Human
Control of
Technology

Multistakeholder Collaboration

Leveraged
to Benefit
Society

Fairness

Human
Review of
Automated
Decision

Responsible
Design

Human Values
and Human
Flourishing

Ability to
Opt out of
Automated
Decision

Consideration of Long
Term Effects

Access to
Technology

Safety and
Reliability

Transparency

Inclusiveness
in Design

Consent

Impact
Assessment

Predictability

Open Source
Data and
Algorithms

Privacy by
Design

Evaluation
and Auditing
Requirement

Security by
Design

Notification
when Interacting with an AI

Inclusiveness
in Impact

Accuracy

Recommendation for
Data
Protection
Laws

Verifiability
and
Replicability

Notification
when AI
Makes a Decision about an
Individual

Representative and High
Quality Data

Scientific
Integrity

Ability to
Restrict
Processing

Liability and
Legal
Responsibility

Regular
Reporting
Requirement

Equality

Right to
Rectification

Ability to
Appeal

Right to Information

Right to
Erasure

Environmental
Responsibility

Open Procurement (for
Government)

Creation of a
Monitoring
Body
Remedy for
Automated
Decision
Source: Fjeld et al. (2020, p. 10)
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Ethical principles of AI have become one of the most widespread and notorious instruments
for the governance of AI systems. However, these are mostly conceived in developed countries (Fjeld et al., 2020; Jobin et al., 2019) and most have been approached with an eye on their
implementation by the two most powerful sectors in the equation: in order of relevance, the
corporate technology sector and governments (Fjeld et al., 2020).
In November 2021, the UNESCO General Assembly approved the first global agreement on AI
ethical recommendations (UNESCO, 2021), translating principles of a more abstract nature into
a more concrete level. However, at the time this paper was written, the ethical principles created by the Organization for Economic Cooperation and Development (hereafter OECD) have
been particularly influential in the approaches to AI of several countries, including Latin American countries. Argentina, Brazil, Costa Rica and Peru adhered to these principles, in addition to
Chile, Colombia and Mexico, which signed up as members of the OECD.

Table N2. Summary of ethical principles developed by the OECD
Briefly, the OECD’s Ethical Principles state the following:

AI should be at the service of people and the planet, fostering inclusive growth, sustainable development and
well-being.
AI systems should be designed to respect the rule of law, human rights, democratic values and diversity, and should
incorporate appropriate safeguards - for example, allowing for human intervention when necessary - with a view to
ensuring a just and equitable society.
AI systems should be governed by transparency and responsible disclosure to ensure that people know when they are
interacting with them and can object to the outcomes of that interaction.
AI systems must operate robustly, reliably and safely throughout their lifespan, and potential risks should be assessed
and managed at all times.
Organizations and individuals developing, deploying or managing AI systems should be accountable for their proper
operation in line with the above principles.
Source: OECD, 2019

While ethical principles are often flexible to stand the test of time, they use concepts such as
fairness, transparency or privacy, which carry normative, political (Mittelstadt, 2019) and semantic tensions. Moreover, ethical principles do not grant sufficient protection in the absence of
tools to guide the way in which to operationalize and translate principles into practice (Clarke,
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2019; Orr & Davis, 2020; Morley et al., 2021a). While recent studies seek to understand the way
in which companies advance AI projects and implement ethical principles (Rakova et al., 2021;
Vakkuri et al., 2020; Holstein et al., 2019), there has been less concern in trying to understand
the way in which companies - mostly small and medium-sized business initiatives in developing regions - organize themselves for the application of ethical principles in this sector. This is
partly because of the novelty of the topic, but also because discussions around AI ethics have
focused on developments in large technology companies originating in the “global north”.
In Latin America, there is little evidence about who the sources of AI system development are
but, as with other general-purpose technologies, the key players involved are companies, universities and various government agencies (Gómez Mont et al., 2020). Despite the growth in
the adoption of AI by the industry in Latin America, the region has some of the lowest levels of
patents and private investment in AI and its development remains at an early stage (Endeavour,
2020; Gómez Mont et al., 2020). In addition, the region represents 2.7% of the world total in
peer-reviewed academic publications in the field (Stanford AI Index Report, 2021). Compared to
the leading regions, Latin America has less robust scientific and technical environments, lower
data capture and processing capabilities, and a smaller incentive2 and talent pool which limit
the development of companies in this sector (Endeavor, 2020; AI Index Report, 2021).
In this context, moreover, markets and incentives for private sector actors are still in the process of forming orientations and preferences. Even though some governments have already
developed general policy guidelines on the subject with national AI strategies or frameworks,
such as Argentina, Brazil, Chile, Colombia, Mexico and Uruguay, these vary in the stage of
maturity in terms of validity, discussions, implementation and cooperation with civil society
(Aguerre, 2020). Colombia, Uruguay and Brazil are the countries with a formalized strategy,
although Colombia is the only one that includes a specific ethics sector. There is also no clear
approach from a regulatory point of view to, on the one hand, enhance the benefits of AI and
innovation and, on the other, minimize risks. However, the degree of international discussion
on the subject with its emphasis on ethical criteria as a basis for the development of principles
and norms has revealed an agenda that is being taken up and also defined by civil society actors in the region.
Therefore, the challenge of ethical implementation for entrepreneurs in developing countries
faces particular nuances in relation to the characteristics of their scientific-technological, business, activist and public policy environment. This paper aims to fill the gaps in the role of ethics
in the governance of AI from the entrepreneurial sector in Latin America. To this end, empirical
evidence is used to analyze the levels of knowledge, implementation capacity, adaptation and
eventually resistance to the ethical principles of AI that have been deployed in international
arenas in the last decade. The study seeks a better understanding of the role of AI ethics in
shaping self-regulatory mechanisms for the private sector.

2 These incentives can range from fiscal approaches or subsidies to demographic ones (Endeavor, 2020).
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2.

Methodology

A mixed methods approach combining semi-structured interviews and a survey was used to
meet the objective of this paper.
Data sources originated in 21 interviews (conducted in three stages between April and October
2021) and one survey (conducted between July and September 2021).
Firstly, a round of exploratory interviews (five in total), desk research and review of existing
literature were conducted. These methods allowed us to identify relevant and characteristic
aspects of the AI entrepreneurship ecosystem in the region. They also informed the design of
a survey aimed at Latin American startups and business initiatives with an impact on the development of AI-based products or services.
The survey aimed to collect data on the understanding of AI ethical principles and the adoption
of ethical practices in the development of algorithms. The survey was anonymous and with
the option to disclose the name of the startup or business initiative in those cases where they
agreed to be contacted for a follow-up interview. The initial list of business initiatives invited to
respond to the survey was created by means of desk research and nurtured by the snowball
method. Subsequently, it was made public through social networks in order to reach more
business initiatives in the region.
During the mapping of business initiatives, the challenge consisted in defining which business
initiatives to contact for the sample. On the one hand, except for the fAIr LAC Observatory of
the Inter-American Development Bank - which maps initiatives that use AI for social development and environmental care - there are still no systematized records of the ecosystem of business initiatives that develop AI in the region. This is due not only to the existence of fragmented
information, but also to the fact that many do not define themselves as AI developers but, depending on the sector in which they operate, as agricultural, healthcare, biotechnology or other
companies. This is the first bias we identified in the sample. On the other hand, those business
initiatives that agreed to the survey or were invited by email for interviews are usually part of
the contact network of the organizations involved in this study. Therefore, it is likely that they
already have knowledge on the subject, either by following the products developed by these
organizations or by having participated in their activities. Furthermore, despite efforts to identify and invite business initiatives from different countries in the region to complete the survey,
responses came mostly from Argentina, Mexico and Colombia. While this may be due to the
fact that these countries have a higher concentration of startups and business initiatives that
develop AI, a bias in the sample cannot be ruled out in addition to the objective lack of information on the size of the realm of these companies. For these reasons, this is an exploratory study.
Survey responses were obtained from 52 business initiatives from 11 countries in the region
belonging to various sectors. While some self-identified themselves in a particular sector (21
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companies), others are inserted in markets associated with various areas. Around 30% of the
companies surveyed work in the healthcare and government sector; 25% are in the areas of
retail, e-commerce, finance and banking services, and agriculture; 21% in advertising and marketing, and 19% in manufacturing and education. To a lesser extent, the business initiatives
develop products and/or services for the security, environmental, human resources, transportation, justice, climate change and social inclusion sectors. Despite the sample size not allowing
for generalizations or causal relationships, it is sufficient to move towards a descriptive and
exploratory study.

Table N3. Research design

Methodological phase

Empirical phase Data collection

Validation phase

Exploratory interviews

Representatives of development
institutions, banks and chambers

Literature review

Regional and international evidence

Survey design

Developed in four sections

Regional survey

Business initiatives from eleven countries

Interviews

In-depth interviews with ten business initiatives

Interviews

Six in-depth key informant interviews

Evidence and literature analysis

Contrast with own data and relevant literature

Source: compilation by the authors.

In addition to the exploratory interviews with startup representatives, ten additional interviews
were conducted with participants who left their contact information in the survey in order to
be invited to the interviews. These interviews belong to the following sectors: healthcare (5),
e-commerce, advertising and marketing (4), finance and banking services (3), agriculture (3),
government and justice (3), human resources (2) and other sectors such as education, synthetic
media, business intelligence and data analytics, social inclusion, environment and transportation.
The in-depth interviews, in addition to nurturing the survey design, allowed the gathering of
data to frame the knowledge that the business initiatives have about AI ethics, the practices
they carry out to mitigate risks and the barriers to the implementation of ethical principles. The
interviews were based on adherence to and perceptions of the OECD ethical principles: inclu-
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sive growth; sustainable development and well-being; respect for the rule of law; human rights;
democratic values and diversity; transparency and explainability; robustness and security; and
responsibility/accountability.

2.1. Glossary of key terms
ENTREPRENEURSHIP

The concept of entrepreneurship has been approached with a certain multidimensionality and breadth in its highlighted characteristics (Urbano and Toledano, 2008). It has been associated with a set
of skills, motivations or capabilities of a person or group of people in
making a business idea a reality and that, in turn, provides value with
respect to existing services/products (Urbano and Toledano, 2008, p.
31). In this paper we start from this definition and, in turn, we use it
as an umbrella term that includes the concept of startup and SME.

STARTUP

A startup is associated to a series of organizational and contextual
characteristics that distinguish them. According to Blank, S. (2003,
2013) they are projects characterized by being in search of a profitable and scalable business model. Although there are differences in their definition, startups are characterized by youth and early
experience; few resources; time pressure to test, launch or expand
their product or service in the market; small but growing teams; rapid
evolution; innovation-oriented; and they are pressured by dynamic
technologies and markets (Sutton, 2000). Nowadays, most AI developments globally are occurring in startup environments. (Vakkuri et.
al, 2020, p. 200).

SME

The SME concept has been associated with a company that is small
in relation to its number of employees (<50) and has a small annual
turnover or balance sheet. In addition to the calculation of their profits and losses, SMEs have been associated with characteristics of innovation and flexibility in the face of changing consumer demands
(Urbano and Toledano, 2008). Unlike startups, youth and early experience are not considered as essential characteristics.
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ARTIFICIAL INTELLIGENCE

Since there is no single definition of AI, the following two definitions
were taken as reference in this paper: “AI systems are software (and
possibly hardware as well) designed by humans that, according to a
given complex objective, act within a physical or digital dimension by
perceiving its environment by collecting data, interpreting structured
or unstructured data, reasoning about knowledge or processing information derived from such data to take the best actions that allow
it to fulfill the objective it has been assigned” (Hleg, 2019 in Castaño,
2020, p.4).
“An AI system is a machine that can, according to a set of human-defined goals, make predictions, recommendations, or decisions that
have an influence on real or virtual environments. AI systems are designed to operate with different levels of autonomy” (OECD, 2019a in
Castaño 2020, p. 4).

DATA ETHICS

Branch of ethics that studies and evaluates moral issues related to
data, algorithms, and related practices in order to formulate and sustain morally good solutions (Taylor & Dennick, 2020, p. 2).

AI ETHICS

“It is a set of values, principles, and techniques that employ widely
accepted standards of right and wrong to guide moral conduct in the
development and use of AI technologies” (Leslie, 2019, p. 3).

2.2. Profile of the business initiatives surveyed
•

The business initiatives are based in 11 Latin American countries: 18 from Argentina, 11
from Mexico, 8 from Colombia, 3 from Uruguay, Peru and Chile, 2 from Paraguay, and 1
each from Venezuela, Honduras, Ecuador and Brazil.
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Graph N1. Countries of origin of the business initiatives
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90% are funded with equity capital. To a lesser extent, they turn to external funding
(23%), angel investors (21%) and/or incubators or accelerators (19%). Only 4 business
initiatives have been funded by venture capital and 3 have been funded by crowdfunding.

Graph N2. Financing of business initiatives
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90%

21%
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23%
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•

35% of the business initiatives are at an early stage of minimum viable product testing
with their first clients, while 23% have products or services already operating in the market, and 40% are expanding into new markets and/or countries.

Graph N3. Stage of the business initiative
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3.

General findings

The first part of this section describes the findings of the survey, while the second part analyzes
the results of the interviews in relation to both the survey and other relevant literature.

3.1. Survey Findings
3.1.1. Techniques and types of AI application
•

AI is the main value proposition of 77% of the business initiatives.

•

Business initiatives typically use supervised learning (71%). In addition, about 50% use
neural networks, deep neural networks, cluster analysis, unsupervised learning, and decision trees.

•

71% apply AI to perform classifications, while 65% and 61% use it for pattern recognition
and predictions, respectively. Half of them also perform image recognition.

3.1.2.
•

Impacts of AI systems
54% of respondents consider that there are risks associated with the use of AI in the
sectors for which they work.

This varies across sectors. While at least 70% of business initiatives in healthcare, government,
education, human resources/labor markets, and justice identify risks, in the agricultural sector
the group accounts for 38%.
•

Of the business initiatives that identify risks, 64% have faced risks associated with the
use of sensitive data and 50% have faced risks with algorithm biases and possible discriminatory and exclusionary results.

Moreover, about one-third identified inaccurate predictions or correlations, and at least
one-quarter identified risks related to the robustness and security of AI systems, data exposure
and leakage, and malpractice or implementation errors.
•

In general, risks were identified before going to market: 60% of respondents did so before developing the product or service, and 72% identified them during its development.
El 28% detectó riesgos tras lanzar el producto o servicio al mercado.

28% identified risks after launching the product or service on the market.
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3.1.3. Mitigation of impacts in business initiatives that identify AI risks in
their sector
•

82% claim to carry out activities to detect or mitigate risks.

•

Two-thirds of the business initiatives carry out activities to improve clients’ or users’ understanding of basic AI concepts, or the process or logic by which the AI system arrives
at a given result.

•

57% have people responsible for detecting, resolving and/or following up on risks.

•

89% tend to stay informed about ways to address risks. They do so mostly through actively seeking and following up on information on the topic (84%), participating in events
(72%) and communities (68%).

•

Two-thirds of the business initiatives intend to modify their processes to detect, solve
and/or follow up on risks.

3.1.4. Incentives and barriers to detecting and/or addressing risks in the
use of AI
•

Business initiatives that detect and/or address risks in AI use do so for self-motivation
(78%), reputation (60%), user protection (60%), and regulatory compliance (47%).

To a lesser extent due to third party requirements, such as clients, investors or accelerators
(17%).
•

65% of those addressing risks in the use of AI in their business initiatives consider that
there are factors that hinder the adoption of such activities, such as the non-existence of
frameworks and/or regulatory bodies (mentioned by 66%), non-representative, incomplete or inaccurate validation and training data (46%), lack of clarity in responsibilities in
the use of the AI system (46%), and lack of human resources (40%).

•

In general, business initiatives experience low levels of pressure to create additional security mechanisms in their AI system. In 50% of the cases where pressure is experienced,
it originates from the market, 44% is legal, and only 11% originates from investors.

3.1.5. Awareness of the concept of AI ethics and ethical framework
preference
•

Of the business initiatives surveyed, 60% claim to be aware of the concept of AI ethics,
which they have mostly heard or read about in books, academic articles and white papers (35%), and events (29%). Only 16% have heard about it in professional/academic
training spaces.

•

90% of the business initiatives that are aware of the concept of AI ethics consider it relevant to adopt an ethical framework within their teams to substantiate AI development.
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Two-thirds of those who would adopt an ethical framework prefer one validated by some
international mechanism (such as a development organization, a consortium of universities, or a standardization body), while a quarter prefers to develop a framework of their
own. Only one response considers it relevant for the ethical framework to be validated
by a national body in the country where it operates.

3.2. Findings from interviews and analysis
The results of the interviews present a first approximation of the way in which AI ethics are understood and applied in the ecosystem of Latin American business initiatives that develop and
use AI systems. This section is divided into four parts: (a) The first part seeks to identify groups
of business initiatives according to their knowledge and understanding of the risks associated
with the use of AI and the need to adopt practices to mitigate them; (b) Subsequently, the section explores the risks that entrepreneurs usually associate with the development and use of AI
in their sector; (c) The third section seeks to understand the practices that business initiatives
developing AI systems usually adopt to mitigate risks associated with AI; (d) Finally, the barriers
and incentives for the implementation of these practices are described.

3.2.1.

Awareness and understanding of AI ethics

As previously mentioned, this first section aims to identify groups of business initiatives according to their knowledge and understanding of the risks associated with the use of AI and the
need to adopt practices to mitigate them, as well as to identify the ways in which Latin American business initiatives become aware of these issues. They are grouped on the basis of four
identified positions.
A first group readily identifies potential risks in AI systems. While some business initiatives have
team members with theoretical knowledge of concepts such as fairness and algorithmic transparency, as well as connections to specialized communities, others have identified the social
implications of AI on their own. The latter group is developing a more proactive approach in
seeking advice to improve their AI understanding and processes.
A second group of business initiatives tends to link AI ethics issues almost exclusively to personal data protection. These business initiatives are often aware of potential risks associated,
firstly, with the use of personal data and, secondly, with potential biases. As one key informant
mentions, the business initiatives are aware of privacy issues. But this is a topic that has already
been discussed and regulated and, therefore, “they have to know about it and respect certain
things”. More recently, the issue of bias has gained prominence and visibility. As another key
informant points out, this risk also has legal aspects. However, few of the business initiatives
surveyed expressed the complexity of these aspects or identified risks that are relevant but not
sufficiently addressed in the public agenda, as is the case of transparency and explainability.
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Other business initiatives identify these risks to the extent that they may have a legal impact on
them in the future. These business initiatives mention the lack of regulation as windows of opportunity for the development of their business. Finally, another group is unaware of existing
debates on the subject.
Of the business initiatives surveyed, we identified four mechanisms or contexts that motivate
an awareness of the implementation of ethical practices.
•

Firstly, business initiatives that originate in environments where ethics and professional
deontology are constitutive components of the profession. Interviewees who are part
of business initiatives with social impact argue that debates around ethics are present when moving in this ecosystem. Likewise, business initiatives with backgrounds in
chemistry, pharmacobiology and other disciplines where there is a historical practice of
research on human beings, are aware of the regulations that impact their sector and/or
the way in which their practices impact the beneficiaries of their products or services.

•

A second group mentions that they became aware of AI ethics thanks to the influence of
other referent organizations and institutions, such as universities, that promote instances of information or training in AI or working groups in international organizations and
processes. For example, the co-founder of one of the business initiatives interviewed
participated in working groups focused on AI ethics, which exposed him to these issues.
Similarly, other entrepreneurs trained or worked in academic institutions, mostly in the
“global north”.

•

Thirdly, specific proposals have emerged in recent years to support business initiatives,
which include accompaniment on ethics issues, such as accelerators and research or
civil society organizations that offer specialized training and advice on AI ethics for business initiatives. Some interviewees emphasized that these spaces are a way of anticipating problems based on experiences in other countries.

•

Finally, the group of business initiatives whose knowledge about the potential risks of AI
and the need to adopt ethical practices has been a product of their experience in relation to concrete situations or challenges they faced (e.g., anonymizing certain captured
personal data) or, as mentioned by other interviewees, in relation to the scale of values
of the business initiative, where a previous reflection regarding potential risks and ethical practices is noticeable.

Table N4. Ethical awareness and learning mechanisms

AI ethics linked to professional deontology.
Influence from organizations, referents and universities/training centers.
Specialized agencies and consulting firms that promote the ethical evaluation of AI.
Experience of the business initiative itself.
Source: Compilation by the authors.
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3.2.2.

Identified ethical risks

Not all AI systems represent the same level of ethical risk. Some pose no or minimal risks, while
others pose a high or even unacceptable level of risk. With this in mind, current debates on the
ethics of AI, including a European Union proposal to regulate AI, highlight the importance of a
risk-based approach (European Commission, 2021). This section aims to delve into the levels of
awareness and understanding of the socio-ethical implications of the business initiatives and to
understand the risks that business initiatives tend to associate with the development and use
of AI in their sector regardless of the level of risk associated with their AI systems.
The following are the identified ethical risks that mostly fall within two problem areas: (i) threats
to personal data protection and privacy and (ii) biases.

3.2.2.1. Threats to personal data protection and privacy
The main risk identified by interviewees is that the data used to feed AI systems infringe on
users’ privacy, which is in line with findings from reports analyzing the use of AI by business
initiatives in the region (Endeavor, 2020) and for social good (Gómez Mont et al., 2020).
The business initiatives developing AI in Latin America make use of data such as geolocation,
patient medical history, likes and comments on social networks, shopping tickets, academic
performance, and video recordings, among others. These data may contain information about
the private life of users and, consequently, affect people’s privacy. For this reason, they require
a responsible use of said data.
Regulatory frameworks in Latin America
The European legal framework for data protection has had a major international impact following the entry into force of the General Data Protection Regulation (GDPR) in May 2018. The
GDPR not only addresses concerns related to personal data and privacy of European companies and organizations, but to all those who provide any service that involves European citizens
in any way, thus having an extra-territorial impact. In Latin America, the GDPR has encouraged
countries to draft or update their own local data protection laws in line with this regulation,
although there are still countries in the region that do not have a personal data protection law.
However, despite the progress made by several countries in the region, “Latin American national laws do not specifically consider AI” (Veronese and Nunes Lopes Espiñeira Lemos, 2021). This
generates uncertainty with respect to the responsibilities and measures to be adopted by data
handlers when dealing with data or security incidents (Endeavor, 2020).
Faced with these scenarios, on the one hand, business initiatives show high levels of uncertainty regarding the treatment of personal and/or sensitive data. One interviewee, for example,
states that lawyers recommend “very rough ideas” and examine how foreign companies act.
However, “not being in [the country where they are registered], the GDPR is desirable but my
clients are not asking for this nowadays. (...) [The regulation] is not difficult to comply with.
What we lack is a standard. Every time you start doing business with a client, the team of lawyers takes control and it’s mostly the result of their experience.” (Healthcare entrepreneur).
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Moreover, this implies that companies operating in countries with regulatory frameworks that
are not robust have greater scope for data collection and manipulation. As one entrepreneur
interviewed argues, since there is no significant regulation in his country, companies “can do a
lot of things that later on they are not going to be able to do with data in Latin America.” In parallel, the degree of robustness varies in each country, which affects the operations that can be
carried out in each of them: “I cannot use (this tool) in Brazil because the Personal Data Protection Law of Brazil is a copy paste of the GDPR, so there are many things that Argentina, Colombia, Honduras or Guatemala allow me to do that I cannot do in Brazil” (Startup that develops
AI in various sectors). As data protection laws are updated, business initiatives agree that the
personal data collection and exploitation activities they will be able to perform will decrease.
In addition, they will have to justify the use of AI tools through the proportionality of the use of
the data for the purpose for which they are being used.
Finally, knowledge of the potential risks related to the use of personal data may be limited to
those made visible by regulatory frameworks, disregarding those that are not explicit or have
not yet been addressed by these instruments. This is especially relevant since, as mentioned
above, laws do not usually specify considerations in relation to AI.
Direct identification and data dissemination
Among the risks frequently associated with privacy, business initiatives mention data manipulation that enables direct identification and data dissemination through breach of confidentiality, data breach and data leakage. While some business initiatives contemplate the effects that
these risks may have for the users of services or products, others associate risks to possible
damages, either legal and/or reputational. In other words, “not having anything compromising
at any time.” The latter implies that, as one key informant argues, business initiatives almost
exclusively address regulatory requirements and rarely present their own initiative for intervention without a client request (Holstein et al., 2019).
Secondary use of data
Another risk frequently mentioned by interviewees is the secondary use of data. That is, the
use of data for a purpose other than the one to which the subject gave consent - what some
interviewees defined as “misuse of AI”. As one interviewee mentions, “you don’t even have to
get to an AI algorithm to make it an issue or not as regards what data you captured and what
you’re going to do with that data, what you captured it for. Just using it to do personalization if
that wasn’t the intent of the capture, or if the company bought it from someone else and the
person who shared the information didn’t really intend to share it with third parties” (Interview
with e-commerce and marketing startup).
Reusing previously collected data avoids the creation of new databases, thus having the potential to reduce costs and time (Safran et al., 2007; Geissbuhler et al., 2013). However, the potential uses of data for purposes other than those to which users consented goes against the right
to control personal information, as well as contravening the “purpose principle” of both Europe’s GDPR and other jurisdictions in Latin America, which already have regulations compatible with this principle. In general, business initiatives consider that no matter how much they
act according to certain standards, they cannot guarantee an ethical implementation because
the tool can be later used in other ways. This is especially true for B2B business initiatives. One
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interviewee mentions that in his business initiative, they can work to reduce risks but “(...) it can
happen to you. You are a technologist, somebody asks you for a tool, you make it and then,
what the other person chooses to do with it...” (Startup from the justice sector), referring to the
ethical use as an option of each startup, not as a general rule. Another business initiative that
uses open source argues that they prefer “the game to be open for both the good guys and the
bad guys, rather than having a closed game only for the bad guys. So, at least it is more commensurate” (Startup from the environmental, government and social inclusion sector).
Other business initiatives, on the other hand, highlight their efforts to limit secondary use of
data. For example, a business initiative set up to detect possibilities of educational dropout
mentions that they prevent the algorithm “from being used as a gatekeeper and preventing a
student from entering college, although it could be used and sold as that, and there are solutions that do that. They say: I will do the score with this to tell you which student is going to be
more successful”. In another case, they argue that they act under the criterion of maintaining
the purpose of the data: “if you collected it for something, the system should not allow you to
use it for anything other than the cause for which it was collected” (Startup in the e-commerce
and marketing sector).
The secondary use of data also puts users at risk, who are faced with an imbalance of power
(Solove et al., 2007). One interviewee mentions the risk of an abuse of power from the exploitation of data by large foreign companies: “We should not be the ones giving them the service
so that outsiders have a tool to manipulate us” (Startup in the justice sector). Here we identify
an awareness that has been fueled by public debates: “A few years ago, no one would have
imagined that there would be documentaries against Facebook, that people would be pleading
against Amazon and the use of robotics that control humans. On a societal level, we have been
maturing with different issues: environmental, economics, social justice. (...) There is a kind of
maturity. For example, people uninstall WhatsApp because of its data policy” (Startup in the
education sector).
Other risks related to privacy and use of personal data
There are other related issues that are less addressed but equally relevant. Firstly, users’ lack of
awareness of the way in which their information is used. This can be addressed, among other
things, by privacy notices and terms of use. Secondly, additional information resulting from
data aggregation, since data is not only created in the collection phase for which users give
their consent but also during the processing phase. That is, data collection is no longer limited
by time and can provide information about aspects or dimensions different from those originally intended (Solove et al., 2007). As one interviewee mentions, “the client may feel threatened because AI joins together and pulls information from something without their knowledge”
(Startup developing AI for management systems). Other regulatory challenges are found in that
the main frameworks (including the GDPR) do not apply to anonymized data nor do they contemplate data produced after collection. Therefore, reverse engineering efforts and profiling
based on inferences or predictions are not covered (Wachter and Mittelstadt, 2019).
Nevertheless, the ways in which business initiatives have come to identify these risks as potential in their own or their industry’s artificial intelligence systems varies from case to case. For
example, it may happen that the sector in which they implement their products or services permanently handles sensitive data and, therefore, team members have internalized the regulato-
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ry requirements and/or practices necessary to protect users: “AI is an enabler of the processing
that we would do manually if we did not use it” (Startups in the finance sector). This is mostly
observed in business initiatives in healthcare or personal finance. For others, the identification of risks related to the use of personal data arises from market pressure, either to avoid
irregularities or at the express request of clients. For example, some clients fear that the data
generated will be shared. One of the healthcare business initiatives indicates that they first encounter filters from lawyers, who look first at the data privacy policy. Other business initiatives
have driven awareness of these risks and/or adoption of anonymization practices because of
their own or others’ experiences of data breaches.

3.2.2.2. Biases
Much of the literature provides evidence that algorithms can involve biases and, therefore,
make biased decisions (Mittlestadt et al., 2017) or cause biased decisions to be made based
on the results obtained by the algorithm. These biases could exist in the data that are used as
inputs or to train AI systems, or could already be in existence in the AI system itself, be it in
technical limitations, errors or design decisions, or aspects that emerge from a context of use
(Friednman and Nissenbaum, 1996). As algorithms increase in complexity, for example, with
deep learning techniques or interacting with other AI systems, determining whether a problematic result is the product of a single error, a type of bias or intersectional biases becomes
more challenging (Tutt, 2016; Mann and Matzner, 2019).
While a large proportion of interviewees identify biases - such as gender biases - as potential
risks in the use of AI systems in different sectors, they also consider their own AI systems to
be susceptible to containing them. In line with the findings of Holstein et al. (2019), business
initiatives consider data and their collection process as the main space for intervention - rather
than the systems themselves - and present difficulties in finding de-biasing practices, i.e., the
process by which they work on reducing biases.
Interviewees have mainly mentioned representational biases, i.e., those arising from data that
under- or over-represent population groups. Since data are a reflection of the social aspect,
they may incorporate pre-existing or historical biases (O’Neil, 2016; Marda, 2020) that affect
particular groups and, consequently, the evidence will be less accurate in addressing these
populations (Hardt, 2014). In practice, this is observed, for example, in the challenges encountered by business initiatives to ensure the quality of validation and training bases: “there are
not enough databases for a mapping of this [indigenous] population because they do not have
access to better healthcare services (...)” (Healthcare startup).
Other biases mentioned by the interviewees are related to the selection of data for training
that may distort results, for example, because data from shorter periods were taken into account. To a lesser extent, interviewees mentioned commercial biases, i.e., when the commercial sector “forces you to promote one thing or another”, or client biases as well, “(...) we do not
transpose data because we may be introducing a bias in this process (...)” (Startup from the
education sector).
Despite the vast evidence of the different ways in which algorithms are rooted in our inequalities and inequities (Boyd and Crawford, 2011; Angwin et al., 2016; Benjamin, 2019; Hoffmann,
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2019; Marda, 2020; Miltner, 2020), some interviews also indicate that perspectives arguing that
algorithms do not contain biases persist, albeit to a lesser extent. These notions place algorithm developers as agents who have the exclusive ability to encode or avoid encoding biases
in algorithms. Awareness of the impact of solutions and detachment from “a personal or biased
interest” are mentioned as sufficient practices to avoid making use of biased data.

3.2.2.3. Other risks
To a lesser extent than the above, interviewees identified additional risks in the development
and use of AI systems. Firstly, the creation of algorithmic systems whose results contain erroneous predictions or correlations - this was the third most frequently mentioned risk in the
survey. For example, if the algorithmic system generates damage in decisions related to supply
chains. As an example from the agricultural sector indicates, the storage of rotting grains generates food loss as well as “risks for the people who consume them”.
Other risks are associated with the lack of understanding of results by end users, especially in
those implementations that take place in the healthcare sector. A business initiative in this area
points out, “maybe in that window between the time you get infected and the disease can be
detected, it happens that it is not detected (...). So, we run the risk of giving a possible negative
diagnosis, and 4 or 5 days later the person starts with symptoms”. For this reason, the communication of the diagnosis and its explanation becomes relevant.
Thirdly, risks related to job displacement due to task automation were found, both internally
and externally to the business initiative. One entrepreneur in the finance sector states that a
dilemma he faces is “how many more people could have a job with us if we stopped automating
things”. According to the Endeavor survey (2020), 33% of startups in the region have faced the
dilemma of automation versus human intervention. On the other hand, and depending on the
solution that the business initiatives seek to address with their services or products and the
sector to which they belong, the business initiatives could replace tasks performed by external
actors. In this sense, some business initiatives have experienced resistance from professional
unions or collectives.
Finally, some business initiatives point to practices that could put IT security at risk - including,
for example, the copying of software and/or hardware by their clients. This represents a risk of
loss for the business initiative.

Business initiatives most readily identify risks associated with personal data, privacy and bias. To a
lesser extent, they mentioned error in results, lack of understanding of results by users, implications of
automation for labor sources, and IT security risks.
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3.2.3.

Practices to mitigate ethical risks

While business initiatives have an idea of what ethics are and speculate about certain impacts
or consequences of their AI systems, they do not have standardized practices or means to address these issues.
In general, practices develop as they face specific problems. According to the survey results,
the business initiatives that faced risks identified them before going to market. That is, before developing the product or service (in 60% of the cases) and/or during the development of
the product or service (in 72% of the cases), while 28% of the companies detected them after
launching the product or service on the market.
In addition, practices often arise from the specific experience of each business initiative. Some,
for example, tend to adopt general practices of the sector or according to standardized practices recovered from other disciplines in which their members are trained. For this reason, and
in line with existing literature, there is a great variation in the ethical practices of the business
initiatives (Rakova, et al., 2021; Vakkuri, et al., 2019; Taylor and Dencik, 2020; AI Index Report,
2021).
As observed from the survey results, business initiatives tend to keep themselves informed
about ways to address such risks by actively seeking and following information on the topic
(84%) and participating in events (72%) and in digital communities (68%). To a lesser extent,
business initiatives are kept informed by unions of which they are part (48%), civil society actors
with whom they have contact (36%), public bodies they approach (28%) and/or accelerators,
grants and/or mentoring programs (24%). In addition, they mention participation in events,
training of their human resources personnel and contact with experts as practices aimed at
mitigating risks. Even though all this is a step prior to the adoption of practices, it is important
to highlight the relevance of these instances as channels of awareness and access to knowledge.
In general, business initiatives that have concerns about AI risks in social impact sectors follow
the debates and practices promoted in other countries. As highlighted by an interviewee from
the healthcare sector, his business initiative considers it relevant “to be informed about what
is being done in other countries where they are more advanced on the subject, for example,
the United States and Europe, and what protocols and systems they are using”. Likewise, the
actions that business initiatives take to train new members and provide guidelines to ensure
a responsible use and development of AI are also relevant. As one entrepreneur says, when
they recruit a person for the governance area, they give them manuals with details about the
processes: “Normally the people who join the company don’t have the ability that the “super
admins” have to see things that could compromise privacy”. These accesses are enabled as
they go through the corresponding training.
Contact with experts has also been highlighted as a concrete action towards strengthening
knowledge about the ways in which business initiatives can mitigate risks. In recent years, proposals have emerged from international organizations in conjunction with actors from civil
society, academia and other sectors, with the aim of promoting responsible use of AI. Some
business initiatives have found in these spaces, as well as in the exchange with other business
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initiatives interested in the subject, opportunities for dialogue and access to knowledge: “We
saw the opportunity and the need to participate in forging these regulations and standards.
Hence our interest in approaching other institutions and business initiatives that are pushing
these issues from their side (...), on how to ensure algorithm fairness and all that is required to
mitigate these risks” (Interview with startup in the healthcare sector).
The practices developed by business initiatives to mitigate risks are grouped and described
below, according to the instances in which they are carried out and based on the results of the
survey and the interviews conducted.

3.2.3.1. Practices in the development stage: provision of data and training data
Business initiatives often highlight practices related to the data used to train and feed AI models. This reinforces the focus on the risks of data collection and usage rather than on the AI
systems themselves.
A first group of practices is aimed at addressing risks associated with the use of personal and/
or sensitive data. As mentioned above, while some business initiatives consider that these
practices should be carried out to protect users and/or provide added value, others see them
as necessary to avoid a bad reputation or regulatory non-compliance.
•

Profiles with different levels of access to data. As mentioned above, one of the business initiatives grants access to higher levels of user profiles and, consequently, data
management according to the experience of the team members.

•

Anonymization and pseudo-anonymization techniques. Business initiatives usually
highlight the effort made to anonymize data and even, in some cases, to dispense
with the use of sensitive information. As one interviewee mentions, “within this product, we do not show anyone’s sensitive information. You will never see the name of
any user because it is part of our policy and our ethics. We are very responsible
about the information we provide. We anonymize the data every time we generate
an analysis and, if we detect sensitive data before delivering it [the product], we
crop or anonymize it so that neither we nor the client is responsible for it. (Business
data analytics startup). Even though some business initiatives tend to mention the
protection of access to personal data or anonymization and pseudo-anonymization
in a general way, others make explicit the techniques used. In order to anonymize
information without losing, for example, the distinction of one user from another,
some business initiatives use the hashing method. Others separate personal data
into databases to which models do not have access, or encrypt data with a reversible
key. In addition, other business initiatives remove precision in the data geolocation.
For example, one business initiative that uses geolocation - whose association with
users could have negative implications for their privacy - claims that they try to disassociate the user from the result by placing a diagnosis 1 km in every direction. This
allows them to mitigate a risk while maintaining a heat map of the distribution of
disease behavior in real time.

• 29 •

In collaboration with:
fAIr LAC

ai
•

Maintaining the purpose of the data and minimization criteria. Potential uses of data
for purposes other than those for which consent was given violates the right to control one’s own information. While some business initiatives argue that it is difficult to
control that their AI systems are used exclusively for the purposes communicated,
others take steps to avoid this: “if you collected it for something, the fact that you
take it to another system does not mean that the system should allow you to use it
for anything other than the cause for which you collected it” (Startup in the e-commerce and marketing sector). Likewise, the minimization principle, included in the
GDPR, indicates that the data collected should be only that which will be processed
and for the stated purposes. In relation to this point, one business initiative argued
that although there exists the possibility of collecting a lot of data from a developed
mobile application, they do not do so in order to avoid collecting data that are not
necessary for the purposes of the product.

Another group of practices is related to avoiding risks associated with bias. One of the practices
mentioned by an interviewee from the education sector is precisely to avoid data transposition:
“The data we take are specific to each institution; we do not take insights from one and apply
them to another. We do not transpose data because we may be entering a bias or working on
a student’s data without their permission in this process”. Likewise, business initiatives also
identified de-biasing practices. These include the removal of gender from words, the use of
sampling techniques, and the exclusion of demographic variables that may lead to discriminatory bias.
Business initiatives also mentioned regularization and data augmentation techniques. Regularization refers to techniques that produce minimal modifications to the training algorithm so
that the model can reduce variance and make better inferences. This is used, for example, in
the case of overfitting. That is, when a model has a low percentage of hits as a result of overtraining or strange data. On the other hand, data augmentation involves adding training data
from existing data. That is, including transformations of the original data. For example, in the
case of images, variants with different rotations or angles. Data augmentation acts as a regularizer and helps to reduce overfitting.
3.2.3.2. Practices in the development stage: definition of the correlation validation
model
Some startups have also highlighted practices they use to validate and explain their models. As
for the former, these are benchmarking techniques. In other words, techniques for measuring
and comparing the performance of algorithms. These can be validation of results with representative samples during the pre-production phase and with random sampling in the production phase, as well as reliability tests.
In the United States, the Food and Drug Administration (FDA) routinely monitors algorithms
and their performance, as well as generating workspaces on the way in which to label algorithms (FDA, 2021; PEW Trusts, 2021). According to one interviewee, this is in addition to the
publication of the validation results of the algorithms approved and used in healthcare applications: “I believe that the fact that the FDA is doing this will be a starting point for the rest of
the regulatory entities and for anyone else who, even if they do not have FDA approval, will try
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to do the same - to make available not only the development methodology, but also the validation methodology and the strategies they are implementing to mitigate risks (...)” (Healthcare
startup).
Finally, one interviewee pointed out that, in their case, the human is always in the loop. Their
models report from an index of 0 to 100 and display the factors that contribute positively or
negatively to the outcome:
“You have to start from the assumption that no algorithm is perfect, and we communicate that
to make standard routines. Mostly to specify that it is not the ultimate truth but an additional input that helps to more easily select students who may need some kind of help. But the
human can indicate that this prediction is wrong or decide otherwise. It helps you to manage
variables; humans can only consider so many variables. Humans have biases too. It’s a support
system, it doesn’t replace us.” (Education startup).
Other business initiatives also mentioned explainable AI models.

What are the methods used for explainable AI?
These methods aim to explain the decision-making process of the AI model. Some of the models described in
the survey consist of SHAP, LIME, counterfactual and parafactual analysis in uncontrolled variable settings.
SHAP, for example, calculates the impact of each sample characteristic to be interpreted on the prediction.
LIME, one of the most widely used models, treats supervised learning models as separate black boxes. The
technique seeks to explain the model by perturbing the input of the data sample and understanding how
predictions change.

3.2.3.3 Practices that apply to the entire process or have influence over several stages
While the practices mentioned so far take place at specific stages in the process of developing
an AI system, business initiatives have also highlighted others that apply to the entire process
or have influence over several stages.
•

Team structure.
Some business initiatives reinforce the importance of clarity of roles in the team so that
those who develop algorithms are not the same people who collect training data, or some
teams focus on detecting risks and/or improvements while others are in charge of development. Project teams are also highlighted, “which ensure that all these areas are articulated. If you want to get from A to Z, everyone does their part to get there and coordinate”
(Startup in the agricultural sector). One business initiative considers that clarity in functions
contributes to having the capability to react quickly and swiftly if an error is found. Other
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business initiatives, on the other hand, maintain blurrier lines in terms of team structure.
For example, one business initiative uses agile methodologies as a practice to ensure that
the entire team participates in technology development. Similarly, one business initiative
mentions that, being a cooperative, its structure involves the participation, collaboration
and vote of multiple groups and organizations in its processes, which they relate to a “matter of values and ways of building” (Judicial startup).

•

Responsible parties for detecting and addressing risks.
Some business initiatives have people responsible for detecting, addressing and/or following up on risks. Although small business initiatives present the greatest challenges in
having a person who specializes in risk detection, regardless of the size of the business
initiative, according to the data revealed by the survey and interviews this role can be
filled by personnel responsible for Quality Assurance, people with positions such as CTO,
COO, Artificial Intelligence Leader or Information Security Officer, but more frequently by
CEOs, founders or partners. One interviewee indicates that “so far, as I am the CEO and
founder, everything goes through me and I am very committed to the ethical aspect, so we
do have to take responsibility” (Startup in the business data analytics sector). However, as
mentioned by a key informant, this last situation also presents difficulties since the person
in charge of the effective implementation of practices may have other tasks as priorities
or little time to do so. In other cases, responsibility is distributed. While some team members are in charge of developing risk or validation models, others follow up on regulatory
issues. Despite all of this, some interviewees and respondents expect to include a clear
responsible person in later stages of growth.

•

Cybersecurity procedures.
In general, this includes developing security mechanisms on their servers to, for example,
prevent data breaches. However, as with other practices, some business initiatives face a
task overload on their members. As one interviewee mentions, it was the person developing the algorithm who was initially in charge of security tasks. As the business initiative
grew, this was passed on to another person who implemented more robust mechanisms.

•

Constant monitoring.
A group of business initiatives - mainly in the healthcare and education sectors - highlights
the constant performance monitoring of their models. This makes it possible to identify
questionable results or to improve diagnoses: “Hey, we have a case that we have never
seen before. Why is that happening? It’s a problem (...) and well, we start working on improving the algorithm, on considering those cases (...) [The development area] is probably
the first who notices this, and they communicate it to engineering. And they say, What
would happen if we could improve the algorithm in this way to see if we can have more
accurate diagnoses?” (Healthcare startup). Another business initiative points out that constant evaluation is not only carried out in terms of accuracy, but also in terms of algorith-
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mic fairness: “To ensure quality and confidence in all the processes that we are doing”
(Healthcare startup).

•

Quality analysis and control, and risk mapping and assessment.
Some business initiatives highlight instances and practices of quality analysis and control,
and risk mapping and assessment. The former are implemented, in some cases, by Quality Assurance and Quality Control (QA) teams. As regards risk mapping and assessment,
the coordination of specific sessions for risk mapping, comprehensive assessments, retrospective analysis of software/process performance, classification systems such as Failure
Mode and Effects Analysis (FMEA) and situation studies such as SWOT analysis have been
mentioned.

•

Confidentiality and compliance agreements.
When the business initiatives were asked about the practices implemented to mitigate
risks in general, they mention, in the first place, efforts to comply with different legal requirements, almost exclusively in relation to those regulations related to the protection
of personal data. While some business initiatives seek to be in compliance with the laws
of the countries in which they operate, others seek to align their personal data protection
programs with the GDPR, as it is one of the most demanding. Alignment with the GDPR,
they argue, allows them to better safeguard the intent of user consent. Likewise, they
often mention that they constantly evaluate and track legislative developments globally:
“When we started approaching potential clients and investors we said: Well, let’s comply
with as much as we can. What do we need? Privacy notices, terms of uses and conditions,
and to include in contracts that the privacy notices we have must be respected and abided
with so that data is not used for other purposes (...)” (Startup in the healthcare sector). On
the other hand, some business initiatives mention confidentiality agreements and non-disclosure of information as part of the practices to protect users’ privacy.

•

External evaluation and auditing of algorithms.
While audits are generally expected to be requested by the client, Holstein et al. (2019)
mention that there is a need for more proactive - without waiting for a customer request and more holistic audits, since most audit recommendations focus on certain applications
such as facial recognition. However, business initiatives do not often mention external
evaluation or external auditing of algorithms as a frequent practice - it was mentioned by
only one respondent. Likewise, an interviewee indicated that “Nowadays, an AI product
is made and transferred to a committee, that is, several people are called to evaluate the
database or the ethics and everything else. They have to tell you yes or no as regards different profiles, and whether it will be made public, obviously” (Startup in the agricultural
and healthcare sector).
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•

Explainability to clients/users
Two-thirds of the business initiatives surveyed explain to users, clients or investors the way
in which a model arrived at a certain result. This is mainly done by means of explanations
in the framework of business meetings (79%) and workshops, lectures and other training
courses (64%). Some 44% of the business initiatives also provide documents or guides
with information. The business initiatives interviewed, on the other hand, claim that they
provide general explanations and/or adapt the explanations according to the profiles. For
example, one interviewee indicated that entrepreneurs are provided explanations from a
logic of statistical models rather than algorithmic ones.

•

Open source
Two of the business initiatives interviewed have decided to develop open source systems.
While one mentions this in response to the values it seeks to reinforce as a cooperative,
the other does so with the intention of identifying more benefits in this type of system - in
particular, the fact that open source allows them to work with non-governmental organizations that often would not be able to afford the costs of closed source.

•

Technical guidelines
Although not highlighted as a widespread practice, the use of technical guides or standards promoted by both industry and software chambers has been mentioned.

However, survey results indicate that there is a group of business initiatives - 65% of those
that carry out activities to detect and/or address risks in the use of AI - that plan to improve
processes. These improvements are mostly associated with their human resources, either with
the incorporation of personnel specialized in the identification and mitigation of risks or the
establishment of people responsible for such activity, as well as with staff training that includes
the legal area. Other startups generally mention that they intend to continuously improve their
processes and keep up to date, either with the evolution of legal frameworks or with security
practices. Finally, other business initiatives intend to adopt active monitoring techniques, external audits, improvements in UX methods and implementation of standards.

3.2.4.

Barriers and incentives for implementation

Business initiatives have few financial, human and knowledge resources to undertake practices
to identify and mitigate risks related to the development and use of AI systems. Operating on
a shoestring, having protocols and personnel to address these issues is an additional cost that
is difficult for them to absorb. Thus, in general, business initiatives tend to adopt practices in a
reactive manner, either to events they were confronted with or as a result of knowledge of external cases. This section identifies the barriers and incentives for the implementation of ethical AI practices identified by the business initiatives interviewed and surveyed. The barriers and
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incentives allow us to think of recommendations to foster a supportive ecosystem for business
initiatives in Latin America (see Table N5).

Table N5. Barriers and incentives for the implementation of ethical AI principles
identified by business initiatives
BARRIERS

INCENTIVES

Creating added value and distinguishing oneself in
the marketplace

Lack of financial resources
Lack of human resources
Difficulties for organizational development

Requests for ethical practices from clients and investors

Lack of clarity in the regulatory frameworks and laws applicable to AI

Regulatory and legal pressure

Maturity and ethical demands of the client
Source: compilation by the authors.
The following is an analysis of the contents of this table.
3.2.4.1. Barriers
•

Financial resources

Lack of financial resources is one of the main barriers observed for the implementation of
practices to identify and mitigate risks. This barrier is evident in the case of business initiatives
that operate with few resources, small teams and time pressure to test, launch or expand their
product or services in the marketplace.
This trend is also observed in other studies. Morley et al. (2021b), for example, highlight the
fact that the companies surveyed in their research identified the additional time and costs involved as a barrier to adopting a pro-ethical design approach; even more so in cases where the
return on investment is unclear. Their questions are thus pertinent to business objectives and
the definition of a business model, and ethics tends to appear only when it comes into tension
with these. As one key informant argues, “You understand value once you have a catastrophe
in your company and all the data is gone, you have a lawsuit and your company will disappear
because you owe a lot of money.”

•

Shortage of human resources

Forty percent of respondents identify lack of human resources as an additional barrier to implementing practices to mitigate risks in their AI systems. This is highlighted in this work by
business initiatives of all sizes, and at different stages of expansion as well as in various sectors.
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However, as mentioned by both entrepreneurs and key informants, there is a significant gap in
terms of AI expert education in the region. There are many people trained in courses, but without experience. In addition, many AI experts tend to work for companies outside the region,
where they have higher profits. The lack of competitiveness with respect to foreign companies
results in obstacles to the formation of permanent work teams.
Given this limitation of expert human resources in the region and - as suggested by some interviewees - the lack of an approach to AI ethics in university courses and formal training spaces,
few human resources have a wealth of knowledge to identify and mitigate risks.

•

Difficulties for organizational development

Business initiatives can benefit from a team whose members have knowledge and training on
ways they can contribute to the maintenance of the AI ethics strategy. This allows employees to
ask relevant questions and raise their concerns with relevant people (Blackman, 2020).
However, business initiatives do not have institutional support as do those developing AI systems within academic institutions or large companies. In smaller business initiatives, task segmentation is often less well defined. It is one group that is carrying out all the tasks, so adding
additional tasks - including those related to privacy and accountability, for example - is adding a
degree of complexity. As one entrepreneur says, “What happens to us is that there are 15 of us,
and some of the people are still studying. We cannot even pretend that two people can cover
all these fronts in a project in which only those two people are going to work because that is the
budget we have” (Startup in the justice sector).

•

Ambiguity of the legal environmenl

According to the survey results, the lack of regulatory frameworks and/or agencies is presented
as a barrier for two thirds of the business initiatives that identify obstacles in the implementation of practices to identify and/or mitigate risks, regardless of the startup’s country of origin. In
addition, almost 50% lack clarity on legal responsibilities in the use of the AI system.
The business initiatives surveyed and interviewed state that lack of clarity in the regulatory and
legal instruments in the Latin American countries in which they operate represents one of the
main obstacles to duly comply with their responsibilities and avoid damages: “The processes
and regulations in Latin American countries do not advance at the speed of technology, which
is leaving gray areas of operation that put investments at risk due to the lack of solid legal
support”. By operating at the minimum possible in terms of economic and human resources,
this represents additional burdens that cannot always be absorbed. Some business initiatives
stated that even lawyers recommend “very rough ideas” and consult the actions carried out by
foreign companies. In this situation they are potentially at a disadvantage, for example, vis-à-vis
other groups of their clients’ lawyers.
Entrepreneurs are not always clear about the specific laws that may affect them. As one key
informant mentions, in Mexico, for example, there are 16 laws that would apply to an intelligent
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autonomous system, but the country is also governed by international laws and human rights
conventions to which AI systems are also subject. According to the interviewee, these laws are
generally unknown to entrepreneurs. Secondly, another key informant points out that when
companies operate in different countries, complying with each country’s regulations implies
very high costs for business initiatives if the standards are different.
These costs prevent business initiatives from operating in different jurisdictions or, if they do, a
phenomenon of technological fragmentation occurs since the products or services operate at
different levels (Castaño, 2020).

•

Maturity and ethical demands of clients

There is a marked heterogeneity in the degree of digital maturity and ethical demands from
clients. While this might not necessarily constitute a barrier but rather a disincentive, a more
sophisticated demand as there may occur in other regions or contexts has an effect of raising
the ethical standards of AI systems.
Barriers are often linked to “data handling or the degree of maturity with respect to the consequences of misuse of information” (Education startup) and to prioritizing the understanding of
business models over user protection.
Not only are clients often unaware of the potential risks of AI systems, but they also do not take
on a controlling or demanding role in the way in which business initiatives mitigate risks. “I even
have to explain to the client what an algorithm is. So, when I realized that they didn’t know what
I was talking about, I realized that they were not going to ask me any questions about what the
source code of their tool was or how it would get to this result.” (Startup operating in several
sectors).

3.2.4.2. Incentives
Now, with the barriers already outlined, what are the incentives identified by the business initiatives to adopt practices to identify and mitigate risks associated with the development and
use of AI?
•

Self-differentiation initiative

Some startups argue that they have implemented practices on their own initiative, either because “it is the right way to do it”, following their own values, or because business initiatives
seek to generate added value and distinguish themselves in the market: “We know that it is the
differentiator we want to have, to be a quality, safe, formal company that has no possibility of
risk in this area” (Startup in the healthcare sector). However, the differentiating factor works
when business initiatives detect that there is an added or reputational value for their users or
clients when adopting responsible practices.

•

At the request of the client or investor
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In general, business initiatives do not perceive external pressure to implement ethical principles. However, six interviewees stated that they received explicit requests from clients or investors. Clients, for example, asked for the development of more robust algorithms to ensure
that data cannot be de-anonymized by reverse engineering, or for the signing of commitment
clauses so as not to disclose data or use it for purposes other than those agreed upon. In one
case study, a client operating globally required standardization of processes, such as publishing data and codes to be reusable by local actors. In addition, business initiatives have mentioned that the legal pressure from their clients is often focused on data privacy policies: “What
they ask from us on a technical level is very basic (...)”. The legal part is mostly related to the
safeguarding of information - “We never get to the point of ‘Show me the algorithm’”.
Pressure from investors tends to focus on issues related to information security, patents and
intellectual property, since they imply risks of commercial losses. In other words, investors tend
to focus on the business model rather than on the use of the technology.
In addition, the investors’ lack of specialization means that discussions of AI ethics are rarely
present in their exchanges. Some national AI strategies, such as Peru’s, seek to propose and
promote specific AI business initiative funds (Key informant interview)3.
In relation to the pressure to develop additional security mechanisms in AI systems, the survey
indicates that, in the cases in which business initiatives experience pressure, 50% of the pressure originates in the market, 44% is legal and only 11% comes from the investor. In addition,
it can be observed that there are higher levels of pressure when it comes from the investor.
Likewise, pressure is slightly higher when it originates only in the market compared to exclusively legal pressure.

•

Regulatory and legal pressure

AAs business initiatives develop scalable solutions, their reputational, regulatory and legal risks
also escalate (Blackman, 2020). In general, business initiatives seek to avoid risks that carry
costs to their sustainability. For this reason, most business initiatives in the region prefer to
work in environments with clear personal data protection frameworks and laws. Business initiatives identify the frameworks in Latin America as being incipient, presenting low levels of
exigency. While some business initiatives welcome the progress of some countries, such as
Brazil, towards degrees of restriction similar to those of the European Union, others stress that
the current context allows them to collect and use data in a way that will not be possible if the
region develops more demanding approaches. In addition, as noted by one key informant, a
common practice is to pay for insurance policies or guarantees as they are less costly than regulatory compliance. Therefore, not only what is restricted or regulated comes into play here,
but also the levels of enforcement.
The policies promoted not only make the meaning of ethical AI visible, but also aim to encourage business initiatives to address the ethics of AI. From the surveys and interviews conducted,
however, it is observed that international discussions have more influence on the awareness
and understanding of business initiatives than public policies and strategic plans at the national
level:
3 At the time of writing, Peru’s national strategy was still in the process of development.
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4.

“The lack of legal pressure is related to the lack of regulation, with which, except for countries like Mexico and Brazil, we are almost in
our infancy in Latin America when compared to Europe at least, right?”
(Startup operating in multiple sectors)

Concluding remarks
This research shows a heterogeneous panorama in the responses adopted to the ethical challenges posed by AI by business initiatives in eleven countries in the Latin American region. On
the basis of the analysis carried out, the main aspects that must be deepened and discussed in
the region, as well as their future implications, are developed below.

4.1. Concerns about regulatory compliance
The main focus of the efforts of business initiatives in terms of ethics and AI that emerged from
this study is associated with the management of regulatory risks, mainly those related to the
collection and use of personal data. This level of concern is not manifested in the same way and
intensity for ethical aspects. This is aligned with other studies that find that, for many companies, pro-ethical design means recognizing the importance of compliance with data protection
principles related to privacy and security (Morley et al., 2021b). The development and use of
algorithms have not only generated an increasing use of data provided by users - including
personal data - either voluntarily or as a result of their interactions with other users or services,
but have also increased the ease and speed with which they can be accessed and processed.
Data regulation - essential for the protection of users’ privacy - is also relevant as a concern for
AI ethics. In regions where progress has been made in terms of AI standards and regulation
(such as in Europe), it is evident that the GDPR served as a basis for both the development of
the 2019 recommendations of the European Commission’s High Level Expert Group on AI, as
well as for the regulations of the proposal for the new 2021 artificial intelligence law of this
body. That is, from the regulation of data in the digital economy and society, progress has
been made in more specific regulations that contemplate AI as a transformative technology
for various existing products and services. Latin America as a region is at various stages of development and implementation of regulations related to data and privacy protection, although
even in those countries where regulation is more advanced there are still gaps to address its
implementation and monitoring by the private sector.
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As has been shown above, the business initiatives in the region addressed in this paper identify
regulatory risks more easily, although there is also a relevant sector that identifies user welfare
as a problem. As with any disruptive technology, its progress is faster than existing regulations,
and there are several business initiatives that foresee commercial opportunities in the current
regulatory gaps.
Consistent with other findings (Holstein, et al., 2019), it has been observed that business initiatives often consider data collection as the primary risk (and intervention) location rather than
the algorithmic models themselves. This reinforces the emphasis on regulation via data protection mentioned above.

4.2. Varying understanding of the ethics of AI
The present work also found that business initiatives vary in their levels of knowledge about AI
ethical principles and corresponding behaviors. Knowledge levels are often the result of each
firm’s own experiences, and are often related to the particular context of their members; this
finding is aligned with other works. For example, Ville Vakkuri, et al. (2020), who focus their
study on Finnish startups in the AI and healthcare sector, find that, even when AI ethics are
not particularly considered, most startups have a vague notion of them and develop practices
- such as process documentation - to address them. Similarly, both the survey and interviews
with Latin American business initiatives in this work indicate that, while business initiatives vary
in their levels of awareness and understanding of AI ethics, they all speculate some socio-ethical impacts as a result of diverse experiences.
In recent years, several Latin American countries have begun to promote the ethical adoption
of artificial intelligence, either through incipient strategies or regulations. Latin American governments are taking action to encourage business initiatives to adopt ethical principles. The
problem, however, is that there is still a gap in terms of instruments to guide the way in which
to operationalize these principles.
While business initiatives in general claim to follow up on international debates and carry out
training courses, there are difficulties in operationalizing ethical principles. In general, and in
line with the main risks identified by business initiatives, it can be observed that their practices
tend to focus on efforts to manage regulatory risks - mainly personal data protection - and only
a small group of startups adopt practices to mitigate risks specifically associated with algorithms. There is an expectation and need for clearer regulation in this regard given that, even
with comprehensive personal data laws, they are not sufficiently explicit with regard to AI. Even
though “the design, development and implementation of artificial intelligence systems” in Latin
America do not operate under a legal vacuum, they “are subject to a variety of regulations of a
different nature” (Castaño, 2020, p.10).
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4.3. Ambiguity of the role of ethics in the development of AI
An additional element highlighted by this research is the role of ethics in the development of AI.
The study finds that there is a much clearer concern about the type of rules and regulations for
the development of AI systems by these companies than a reinforcement of the understanding
of ethical principles. The latter, to be feasible at the level of regional companies and startups,
must adopt a focus on much more concrete practices that can be adopted by business initiatives that lack the time, personnel and resources to develop them individually.
While the circulation of tools and manuals to mitigate risks and help developers and teams
translate ethical principles into practices has proliferated in recent years, they can be very soft
and vulnerable to ethics washing, i.e., the application of superficial measures (Floridi, 2019).
Some of these activities identified by authors focus on advertising activities or other public practices that are not sufficiently critical and with the power to change (Morley et al., 2021a). Thus,
business initiatives operate in a lax context with broad and generic concepts, explanations and
responses that can lead to manipulation of tools (Morley et al., 2021a). That is, they depend on
the will of the business initiatives and are difficult for governments to control (Taeihagh, 2021).
Similarly, many tools indicate how to diagnose risks but not how to overcome them.
All this takes place in a context of lack of accountability (Rakova, et al., 2021), lack of means to
combat risks (Vakkuri, et al., 2019; Holstein, et al., 2019; Mittelstadt, 2019) and speculation about
risks (Vakkuri et al., 2019), which encourage a bleak outlook for giving direction to business initiatives on ways in which they can mitigate AI-associated risks with existing resources. Thus,
ethical principles are not enough; rather, efforts are required to operationalize them. Without
clarity on protocols for identifying and mitigating risks, business initiatives may face additional
problems: underestimating risks, resolving them without direction as they encounter risks, or
simply not resolving them (Blackman, 2020). Translating principles into practice is one of the
great challenges in moving toward responsible AI systems. As one interviewee argues, this is “a
social contract in the making.”

4.4. Subsidiarity of international ethical principles to regional
actors
In some circumstances, there is a lack of consensus on how to operationalize ethical principles;
they may even be too strict in cases where they do not respond to their specific contexts (Morley et al., 2021a). For Latin American business initiatives this means, on the one hand, ignorance
of the specificities of the sector for which they operate. On the other hand, as a key informant
argued, there is a problem in extrapolating solutions from other countries to the region. Since
the state of this art lags behind the countries and/or regions from which most tools and methods emanate, Latin American business initiatives may find themselves facing burdens and expectations that they will not be able to meet.
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5.

Annex

5.1. Survey results
5.1.1. Profiles of the business initiatives surveyed
EA total of 52 business initiatives from 11 Latin American countries responded to the survey.
More specifically, 18 from Argentina, 11 from Mexico, 8 from Colombia, 3 from Uruguay, Peru
and Chile, 2 from Paraguay, and 1 from Venezuela, Honduras, Ecuador and Brazil, respectively.
The business initiatives are mostly concentrated in the capital cities of each country.
Although the business initiatives have been in existence from 1 to 18 years, almost a third have
been in existence for one or two years, and around 60% for five or less years.

Graph N4. Age of the business initiatives
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Source: compilation by the authors.
Almost 70% of the business initiatives have less than 20 employees, and one third have less
than 5 employees. Of these, more than 75% of the business initiatives have 5 or fewer people
directly involved in the development of the AI-based product or service, and 25% have one or
two people.
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Graph N5. Size of the business initiatives
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Business initiatives vary according to the stage they are in: 18 of the 52 business initiatives
surveyed are in an early stage of minimum viable product testing with first clients, while 12 are
involved with products or services already operating in the market, and 21 business initiatives
are expanding into new markets and/or countries.

Graph N6. Phase in which the business initiatives are in
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While 49 business initiatives are private, only two business initiatives are considered non-profit
organizations, and one belongs to the public sector.

Graph N7. Type of startup
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Half of the business initiatives surveyed are financed exclusively with equity capital. This is the
main source of financing, corresponding to at least one of the investment sources of 90% of the
business initiatives. To a lesser extent, business initiatives resort to external financing (23%),
angel investors (21%) and/or incubators or accelerators (19%). Few business initiatives generate investments through venture capital (4) and crowdfunding (3).

Graph N8. Sources of financing for business initiatives
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Mientras que el 71% de los emprendimientos encuestados no considera que sus equipos sean
diversos, el 23% percibe que sí lo son, ya sea en términos de género y/o etnia.
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Graph N9. Team diversity
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The use of artificial intelligence is the primary value proposition for 40 of the 52 startups (77%),
and the secondary proposition for 12 of them (23%).
In general, business initiatives use more than one AI technique to develop their products or
services. The most used technique is supervised learning, being used by 71.15% of the business
initiatives. About 50% of business initiatives also use neural networks, deep neural networks,
group analysis or clustering, unsupervised learning and decision trees.

Graph N10. AI techniques used
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71.15% of the business initiatives surveyed apply AI to perform classifications, while 65.38%
and 61.54% for pattern recognition and predictions, respectively. Half of the business initiatives
surveyed also perform image recognition.
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Graph N11. Type of AI application
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Business initiatives develop artificial intelligence systems to be applied in various sectors. While
some focus on a particular sector (21 business initiatives), others are inserted in markets associated with various areas. As shown in Graph 8, around 30% of the business initiatives surveyed
work in the healthcare and government sector, and between 19% and 25% in retail and e-commerce, finance and banking services, agriculture, and advertising and marketing.

Graph N12. Sectors in which AI-based products or services are applied
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The survey results indicate that there is no clear trend in the identification or non-identification
of risks. While 28 business initiatives consider that there are risks associated with the use of AI
in the sectors for which they work, 24 of them consider that there are no such risks.
Among the former, business initiatives mostly mention bias or discrimination risks. To a lesser
extent, business initiatives identify AI systems as presenting risks to people’s privacy through
the use of personal and/or sensitive data, as well as legal risks from poor data processing. Both
concerns are often related to lack of clarity or gray areas in regulatory frameworks, either on the
massive processing of individuals’ data or of liability in algorithmic decision making. In addition
to this, some business initiatives consider that decision making without human intervention or
control may affect people’s integrity, rights and physical health. This is especially mentioned regarding business initiatives working in the area of healthcare, safety and manufacturing. Finally,
malpractice, interpretation failures or inaccurate correlations are also mentioned as possible
negative impacts on the market and lack of transparency.
Among the business initiatives that do not identify risks in their sector, some stand out as using AI to automate repetitive tasks and reduce the work time of their human resources, such
as pattern and image recognition. Others use AI to improve manufactured products. While the
trend holds for sectors such as transportation, climate change and social inclusion, in other
sectors the percentage point difference is more marked. At least 70% of the business initiatives
belonging to the healthcare, government, education, human resources/labor markets and justice sectors identify risks. In the remaining sectors, between 60% and 69% of business initiatives
identify risks, except in the case of business initiatives developing AI in the agricultural sector,
where 62% do not identify any risks.
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Table N6. Identification of risks by sector

Total count

Business initiatives
that do not identify
risks in their sector

Percentage

Business initiatives
that do identify
risks in their sector

Percentage

Healthcare

16

4

0.25

12

0.75

Government

15

3

0.20

12

0.80

Retail / e-commerce

13

4

0.31

9

0.69

Finance and banking
services

13

5

0.38

8

0.62

Agriculture

13

8

0.62

5

0.38

Advertising & Marketing

11

4

0.36

7

0.64

Manufacturing

10

4

0.40

6

0.60

Education

10

2

0.20

8

0.80

Security

9

3

0.33

6

0.67

Environmental

8

3

0.38

5

0.63

HR / Labor Markets

7

2

0.29

5

0.71

Transportation

6

3

0.50

3

0.50

Justice

4

1

0.25

3

0.75

Climate change

4

2

0.50

2

0.50

Social inclusion

4

2

0.50

2

0.50

Other

5

2

0.40

3

0.60

Sector

Source: compilation by the authors.
At least half of the business initiatives surveyed identifying risks in the use of AI in their sectors
indicate having faced risks associated with the use of sensitive data (64%) and algorithm biases, and possible discriminatory and exclusionary outcomes (50%). To a lesser extent, but still
faced by about a third of the business initiatives, inaccurate predictions or correlations were
identified (35%), and at least a quarter faced risks related to the robustness and security of AI
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systems (28%), data exposure and leakage, and malpractice or implementation errors (25%).
In addition, some business initiatives faced legal complications such as regulatory non-compliance (5) and intellectual property disputes (3). Only three of the business initiatives surveyed
have not yet faced risks.

Graph N13. Risks faced by business initiatives
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In general, risks were identified before going to market, that is, before developing the product
or service (in 60% of the cases) and/or during the development of the product or service (in 72%
of the cases). Seven of the 25 organizations that have faced risks in the use of AI detected them
after launching the product or service on the market.

Graph N14. Stage at which risks were identified
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Source: compilation by the authors.
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Business initiatives that identify risks associated with the use of AI tend to be informed about
ways to address these risks (89%). While there is diversity in the sources of information, these
mostly consist of actively seeking and following information on the topic (84% of them do so)
and participating in events (72%) and communities (68%). To a lesser extent, business initiatives
are kept informed by unions of which they are members (48%), civil society actors with whom
they have contact (36%), public organizations they approach (28%) and/or accelerators, scholarships and/or mentoring programs (24%).

Graph N15. Ways in which business initiatives keep themselves informed about the
mitigation of risks associated with the use of AI
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5.1.2. Risk mitigation
Of the 28 business initiatives that identify impacts or consequences of AI systems in their sector, 5 do not undertake activities to detect or mitigate risks. While two business initiatives do
not consider the risks to be significant, the rest are either in the process of implementing risk
mitigation processes or do not know how to address them and/or do not have the human resources to address them. In fact, the latter are business initiatives that are in an early stage of
growth and where 3 to 4 people are directly involved in the development of AI.
The business initiatives that mention performing specific activities to address the impacts or
consequences of AI systems do not have standardized practices, have no means to address
these issues, and vary in the ways they mitigate risks. A quarter of the business initiatives indicate that they attend events, training courses and have contact with experts as concrete actions
to understand how to mitigate risks associated with AI, while 20% perform quality analysis and
control or risk mapping and assessment. In addition to this, business initiatives mention policies, practices and standards - in a general way - to more concrete actions such as benchmarking techniques, regularization and data augmentation techniques, use of explainable AI models
and algorithm auditing.
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Graph N16. Practices to mitigate risks associated with AI
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In addition to this, two thirds of the business initiatives carry out activities for clients or users to
improve their understanding of basic AI concepts or the process or logic by which the AI system
arrives at a certain result. These consist mainly of explanations in the framework of business
meetings (79%) and workshops, lectures and other training courses (64%). About 44% of the
business initiatives also provide documents or guides with information.
On the other hand, 16 business initiatives have people responsible for detecting, solving and/
or following up on risks. The roles of these people vary from business initiative to business
initiative:

Chief executive
officer (CEO) (4)

Founders or partners (2)

Specialists or product
owners (2)

Quality assurance
(QA) (2)

Chief technical
officer(CTO) (2)

Chief operating
officer (COO)

Chief legal officer

Cybersecurity

Medical solution
coordinator (in the case
of healthcare startups)

Chief information
security officer (CISO)

User experience (UX)

The rest of the (non-technical) team is involved in some stage of the process in 37 of the 52
business initiatives surveyed: 72.9% are involved in the design stage (e.g., in the definition of
objectives and variables), 78.37% are involved in the development stage (e.g., data provision,
definition of the correlation validation model), 64.8% in the implementation stage, and 67.5%
in the evaluation and impact stage (e.g., in the analysis of results and success of the product or
service).
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Finally, while 8 of the 23 business initiatives that carry out activities to detect and/or address
risks in the use of AI have no intention of modifying their processes, 15 of them plan to improve
processes. These improvements are mostly associated with their human resources (6), either
with the incorporation of personnel specialized in risk identification and mitigation or the establishment of people responsible for such activity, as well as with staff training that includes
the legal area. Other business initiatives (4) generally mention that they intend to continuously
improve their processes and keep up to date, either with the evolution of legal frameworks or
security practices. Finally, other business initiatives mention a variety of ways in which they
seek to improve their processes, for example, through active monitoring techniques, external
audits, improvements in UX methods and implementation of standards.

5.1.3. Incentives and barriers
The 23 business initiatives that carry out activities to detect and/or address risks in the use of AI
do so out of self-motivation (78.26%), reputation (60.87%) and user protection (60.87%) and, to
a lesser extent, for regulatory compliance (47.83%) or third party requirements, such as clients,
investors or accelerators (17.39%).

Graph N17. Incentives to detecting and/or addressing risks in the use of AI.
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On the other hand, 15 of these business initiatives consider that there are factors that hinder
the adoption of such activities. The lack of regulatory frameworks and/or agencies is the most
frequent barrier, regardless of the country of origin of the business initiative. Secondly, respondents identified unrepresentative, incomplete or inaccurate validation and training data and
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lack of clarity of responsibilities in the use of the AI system as additional barriers. Thirdly, lack
of human resources seems to limit the adoption of risk mitigation practices. This is highlighted
by small business initiatives of less than 10 employees, as well as larger business initiatives of
between 20 and 29 employees and even more than 100 employees. Similarly, this aspect is
mentioned by business initiatives from different stages and sectors. In addition to additional
barriers such as lack of knowledge, training and/or skills, ambiguous or prohibitive regulatory
frameworks, security threats, lack of context and understanding of the problem and its variables, lack of validation protocols and limitations to the explainability of results, some respondents indicated that lack of financial resources and management interest negatively affect opportunities to adopt risk mitigation practices.

Graph N18. Obstacles to detecting and/or addressing risks in the use of AI
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The results about the level of pressure that business initiatives have experienced to create
additional security mechanisms in their AI system show that, in general, they experience little
pressure. Pressure, in 50% of the cases, originates from the market, 44% is legal pressure and
only 11% originates in the investor. In addition, three startups mentioned internal, moral and
customer and/or global policy pressure, respectively.

Graph N19. Level of pressure experienced to develop additional security mechanisms
in AI systems
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Graph N20. Source of pressure to develop additional security mechanisms in AI
systems
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5.1.4. AI ethics concept and ethical frameworks
Of the business initiatives surveyed, 59.6% claim to be aware of the concept of AI ethics, a concept they have mostly heard or read about in books, academic articles and white papers, or at
events.
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Graph N21. Where was the concept of AI ethics heard?
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In addition, 28 of the 31 business initiatives that are aware of the concept of artificial intelligence ethics consider it relevant to adopt an ethical framework within their business initiative
to substantiate AI development. Two-thirds of the business initiatives would prefer to adopt a
framework validated by some international mechanism, such as a development bank, a consortium of universities or a standardization body; while a quarter would prefer to develop a
framework of their own. Only one startup considers it relevant that the ethical framework be
validated by a national body in the country where their business initiative is located.

Graph N22. Ethical framework that business initiatives would prefer to adopt
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7.

Glossary

AMEF

Modal Analysis of Failures and Effects

B2B

Business-to-business

FDA

Food and Drug Administration (U.S. government agency)

FODA

Strengths, Opportunities, Weaknesses, Threats

LIME

Local Interpretable Model-Agnostic Explanations

GDPR

General Data Protection Regulation

OECD

Organization for Economic Cooperation and Development

QA

Quality Assurance

UX

User Experience
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